
GravityZone - Security for Mobile Devices

Mobile device security and control continues to be a growing challenge for 
enterprises. Organizations are looking to benefit from IT consumerization, 
workforce mobility, and employee-owned technology, which expand the attack 
surface of organizations. 

Bitdefender Security for Mobile Devices introduces a holistic mobile security 
approach that helps organizations maintain compliance while minimizing IT 
intervention and effort. Tightly integrated into Bitdefender GravityZone Control 
Center, it is not “yet another solution” that adds to the workload of administrators. 
From the same management platform used for controlling security across 
virtualized and physical endpoints, you can start enforcing security policies on 
mobile devices right away, without any additional infrastructure and minimal 
deployment time. It inherits all the benefits of the unique architecture of 
GravityZone.

Plug-and-play deployment in 4-easy steps: If Security for Mobile Devices is 
the first GravityZone Module in your environment, the management platform is 
first deployed by following a quick and simple 4-step procedure: 1) download 
GravityZone virtual appliance; 2) import it to a virtualized environment and 
configure its services; 3) synchronize with 3rd party management tools;  4) deploy 
security modules – mobile security alone, or also security for physical and/or 
virtualized endpoints, as needed.  

GravityZone Control Center once deployed for any security module, only a 
simple activation is required to enable other modules. All modules are powered 
by the same virtualized infrastructure, with built in redundancy and scalability 
mechanisms for high availability and performance.

Key benefitS

 � Extends security control to mobile 
devices 

 � Minimizes administrative burden with:
 � One unified security solution for 
virtualized, physical and mobile 
endpoints

 � Integration with Microsoft Active 
Directory

 � Simple delivery of application and 
updates via market places

 � Easy devices self-enrollment
 � Automated actions to be taken 
in case of non-compliant devices 
detected

 � Prevents unauthorized devices usage 
and data loss 

Unifies enterprise-wide security with centralized management 
and compliance control of iOS and Android devices
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By unifying mobile security with security for physical and virtualized endpoints, 
Bitdefender GravityZone provides administrators with the tools to extend security 
policies with ease to any number of iOS and Android devices, protecting them 
against unauthorized usage, risk-ware, and loss of confidential data.

Gaining full visibility and control: Integration with Active Directory brings 
considerable benefits from a management standpoint, helping to reduce 
administration time and workload associated with the enrollment and assignment 
of mobile devices to GravityZone. This broadens the security perimeter and 
allows administrators to associate devices with Active Directory users, and 
apply group-policies with actions to be taken with non-compliant devices. For 
example, Bitdefender detects rooted or jailbroken devices and blocks their access 
to company resources, adding an essential layer of security to prevent data 
exposure, especially in the cases of lost or stolen devices.   

Ease of management: Policy enforcement is made extremely easy with ready-
to-use features like screen lock, authentication control, device location, and 
remote lock / unlock/ wipe. On Android devices, the security level is enhanced 
with real-time scanning and removable media encryption. Mobile client application 
deployment is simplified with installation kits and updates delivered via Apple 
and Android app stores. Furthermore, device enrollment is achieved quickly by 
scanning a QR code or entering a short code from an email.

On-demand antimalware scanning is included for Android devices to ensure 
that these devices are free from any malicious code. The scanning is triggered 
automatically whenever a removable storage has been inserted or each time a 
new application is being installed. It detects malware code for Android, Windows, 
or other platforms to prevent mobile users from distributing infected files inside or 
outside of the organization.

Simplified management of VPN and Enterprise Wi-Fi settings: Remote 
configuration of all access-points for mobile devices through profiles reduces 
burden of managing Wi-Fi and VPN settings across the enterprise. Managing VPN 
settings on mobile devices helps to automate distribution of the right VPN settings 
with proper encryption (IPSec). Higher levels of security can be obtained by 
configuring Wi-Fi certificates and authentication servers for WPA/WPA2-Enterprise 
settings with options to quickly change them whenever required.

Key feAtuReS

 � Enforce screen lock and authentication 
 � Remote lock/ unlock/ wipe and device 
location

 � Detect rooted or jailbroken devices
 � Automates actions for non-compliance 
 � On Android:

 � Remote and real-time scanning (on 
access)

 � Scan storage on mount
 � Removable media encryption

SuPPoRteD PlAtfoRMS

Security for Mobile Devices supports 
the following types of mobile devices 
and operating systems:

 � Apple iPhones and iPad tablets (iOS 5+)
 � Google Android smartphones and  
tablets (2.2+)

About bitdefender
Bitdefender is a global company that delivers security technology in more than 200 countries through a network of value-added alliances, 
distributors and reseller partners. Since 2001, Bitdefender has consistently produced award-winning security technology, for businesses and 
consumers, and is one of the top security providers in virtualization and cloud technologies. Through R&D, alliances and partnership teams, 
Bitdefender has created the highest standards of security excellence in both its number-one-ranked technology and its strategic alliances with 
some of the world’s leading virtualization and cloud technology providers.
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