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Falling behind

Today, more than 20% of all new domains are created 
exclusively for malicious purposes with the intention 
to infiltrate computer systems and steal confidential 
business information. To address these threats, we 
rely on different security countermeasures, such as 
anti-virus systems and firewalls to ensure our corpo-
rate data and keep out intruders.  Anti-virus systems 
detects and eliminates well-known malicious code, 
but malware is becoming increasingly more complex 
and even the anti-virus industry is falling behind.

The useful solution

CSIS has an easy-to-use solution: Secure DNS. It 
works as an extra security layer to your existing se-
curity perimeter and focuses on malware protection 
and detection. Secure DNS protects your business 
by blocking access to malicious parts of the Internet 
and prevents infected machines from calling home 
to central botnets, drop sites, and command & con-
trol servers.

Secure DNS allows you to keep track of your Inter-
net traffic using an online portal. Via this portal, you 
can find information regarding visited sites, iden-
tify infected machines in your network and generate 
management reports, which can be very useful in 
decision making processes.

How it works

Secure DNS is a remarkably simple solution to de-
ploy. It utilizes DNS lookups to filter Internet traffic 
using a database of malicious Internet domain names 
and is simple to implement in any existing IT env-
ironment. Configure your internal DNS servers to use 
Secure DNS for external lookups and you’re done. 

The malicious Internet domain database is main-
tained by CSIS’ R&I department, and is continuously 
updated with malicious domains from various sour-
ces including reverse engineering techniques, for the 
purpose of discovering e.g. phishing -, drive-by -, 
command & control and drop site domains.

The solution is fully hosted and uses integrated 
domain verification mechanisms, which means no 
extra support workload for your IT organization. 
Because Secure DNS is fully hosted, you will also 
automatically receive continuous updates with no 
administration or maintenance work required by you.

Save time and money by subscribing to our “Mana-
ged Secure DNS Solution” and let us monitor your 
web traffic. Our professional and experienced team 
enables us to analyse your web traffic and inform 
you how, if, and when you need to take action in 
order to mitigate identified threats.

Facts about Secure DNS

 » Mitigates the threat of malware infections

 » Detects malware infected machines

 » Reduces AV alerts by 60%

 » Fights botnets & malware

 » Prevents access to malicious websites

 » Adds an out-of-band security layer

There is no such thing as complete protection of your corporate assets - not 

when dealing with people. The primary source of infection and confidential data 

leakage is the Internet. Searching the Internet for information and use of the 

Internet for private purposes are everyday tasks that make your company vulner-

able. How do you successfully navigate the implicated risks?

Using a simple tool to block access to malicious parts of the Internet, threats 

from the Internet can effectively be reduced. The tool helps keep an eye on 

infections as well, and identifies which machines you need to fix. Reducing your 

daily anti-virus alerts by 60%, you can make better use of your time and improve 

your corporate security. It’s simple and safer.

How to be safer in a simple way
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