
Zenprise MobileManager®:  
Device freedom and security.
Finally.
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The mobile explosion

iPhones, iPads, Androids…Employees are 

bringing devices of all types to work and 

expecting you to manage them. 

Beyond the “bring your own device” 

(BYOD) phenomenon, lines of business 

are getting in on the action: They’re 

developing mobile apps—whether 

iPads for retail associates, ruggedized 

tablets for warehouse operators, 

or smartphones for field service 

personnel—to make their businesses 

more efficient and competitive.

Challenges of the pocket enterprise

Nobody knows more than you that mobile 

access to the corporate network and 

business applications is risky. Jailbroken 

devices, unenforceable passcode policies, 

and non-compliant mobile apps are just 

a few problems that can jeopardize your 

network, data, or compliance status. 

Zenprise MobileManager®:  

Security and ease-of-use

Zenprise is the leader in secure mobile 

device management, protecting the 

mobile enterprise end-to-end with the 

industry’s easiest-to-use MDM solution. 

Zenprise MobileManager, our on-premise 

solution lets you secure and manage 

the most comprehensive array of 

mobile devices, gain visibility into and 

control over mobile apps, and shield the 

corporate network from mobile threats. 

Ease-of-use

Simplify deployment and change 

management with an intuitive, wizard-

based solution. Save time and reduce 

errors with flexible, mix-and-match 

policies that get deployed to the right 

device the first time. Reduce manual work 

associated with personnel changes with 

direct and real-time LDAP integration. And 

let your users self-enroll in seconds. 

Mobile security

Go beyond configuring device security 

and ensure rock-solid device compliance. 

Perform upfront, pre-enrollment device 

compliance checks. Achieve ongoing 

compliance by blocking devices if they 

are unmanaged, jailbroken or rooted, or 

don’t adhere to your blacklist or whitelist 

policy. And maintain integrity in your 

reporting on corporate-liable versus 

individually-liable devices through asset 

or configuration management database 

integration and disallowing users from 

self-reporting device ownership.

Blacklist, whitelist, and block mobile 

apps that negatively affect employee 

productivity or break with company 

policy. Secure all communications 

between employees and enterprise 

applications with Mobile App Tunnels. 

Block applications from launching on 

devices with Mobile Application Control.

Get visibility into mobile network traffic 

and user behavior. Identify potential 

mobile threats and compliance violations, 

and prove compliance with policy with 

Mobile Security Intelligence and by 

integrating with your security information 

and event management (SIEM) solution.

Built for the most demanding enterprises

Zenprise was built with the enterprise in 

mind. From security and data protection 

architected in from the ground-up, 

Zenprise supports the world’s most 

demanding enterprises and government 

agencies with some of the largest and 

most complex production deployments. 

With a high availability strategy that 

includes active-active clustering and 

data redundancy throughout the 

system, Zenprise MobileManager® has 

you covered.
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Zenprise MobileManager securely automates the mobile device management lifecycle in the following ways:

Features vary by device type

*Zenprise Enterprise Mobile DLP module sold separately

STAGE FEATURES BENEFITS

Deploy •	 Deployment choices: on-premise, cloud, or hybrid

•	 Secure architecture (no LDAP or solution data in the DMZ, only three 
ports open inbound)

•	 Scalable solution that features industry-standard HA with active-
active clustering at all tiers

•	 Multi-tenant console allows large enterprises and MSPs to administer 
several Zenprise servers from a single console

•	 Flexible deployment

•	 PII and sensitive business data are secure

•	 Solution is highly-available and you can adhere to your 
SLAs

•	 Manage separate MDM server deployments from a single 
administration console

Configure •	 Role-based access to administrative console, including device views

•	 Enforcement of device OS and patch levels; support for all major 
device types, including non-C2DM Android

•	 Separation of employee-owned from company-issued devices; auto-
tagging from asset or configuration management database

•	 Mix-and-match policies and apps

•	 Enterprise access: Wi-Fi, VPN, and APN, LDAP, PKI, cert services, and email

•	 Security features such as passcodes and encryption

•	 Third-party email container for Android devices

•	 App blacklist/whitelist, app push and remove, Application Control, 
and device resource/app restriction

•	 Profile lock (prevent removal)

•	 Default policies and deployment templates for common configurations

•	 Set role-based privileges

•	 Rapidly support new device types

•	 Configure devices in a role- and policy-based way

•	 Simplify deployment with intuitive, wizard-based system

•	 Reduce errors with automated policy-to-device 
mappings

•	 Reduce manual work and errors through direct and real-
time LDAP integration

•	 Seamlessly integrate with the enterprise

•	 Configure devices to comply with policies

•	 Prevent users from compromising security by 
“un-enrolling” devices

Provision •	 Pre-enrollment compliance check

•	 User self-service device enrollment and rapid OTA provisioning

•	 App distribution via an enterprise application store

•	 App push/removal

•	 Apple VPP support

•	 Rapidly activate thousands of users with ease

•	 Manage volume purchases from Apple, with automated 
license tracking and draw-down

Secure •	 Security configuration enforcement (e.g., passcode and encryption)

•	 Device locate, track, and lock; auto-lock after inactivity

•	 Device wipe or selective wipe; auto-wipe after failed login attempts

•	 Device block based on non-compliance: unmanaged, jailbroken or 
rooted, passcode policy, blacklist/whitelist

•	 App Control (prevent launch of apps)

•	 Block data synchronization to Apple iCloud

•	 Granular mobile application access and secure app communications 
with Mobile Application Tunnels

•	 Mobile visibility and reporting with Mobile Security Intelligence; 
SIEM integration

•	 Secure content sharing, synchronization, and protection with secure 
doc containers and Mobile DLP

•	 Dynamic, context-aware device policies

•	 Advanced iOS 5.1 Siri control features – profanity filter and block Siri 
use when device is locked.

•	 Protect corporate data in the event of device loss/theft

•	 Prevent unauthorized mobile access 

•	 Claw back corporate data after employee departure

•	 Protect network from mobile threats

•	 Gain immediate visibility to unmanaged or blocked 
devices 

•	 Prove compliance with policy

•	 Provide an integrated security view

•	 Protect sensitive business data

•	 Enable secure content distribution to a secure document 
container and prevent data leakage

•	 Disable or limit access to device functions or 
applications based on context

•	 Secure locked iOS devices by blocking Siri

Monitor and 
Support

•	 Remote support and troubleshooting, including support-to-device 
VOIP and chat

•	 Device and app inventory, status, and statistics

•	 Service details (roaming, location, telecom service, and user 
inactivity)

•	 Reporting by device ownership

•	 Unmanaged/rogue device reporting

•	 Mobile incident/compliance reporting

•	 Administrator iPad app

•	 Global 24x7x365, local language customer support

•	 Tailored service and flexible training options

•	 Remotely support users with basic actions and advanced 
troubleshooting quickly and easily

•	 Achieve visibility and proof of compliance with device 
and app inventory and status reporting

•	 Reduce wireless expenses by optimizing service plans for 
traveling employees

•	 Negotiate wireless service contracts with better visibility 
and more intelligence

•	 Identify mobile threats and potential compliance 
violations, and prove compliance with policy alongside 
rest of IT infrastructure

Decommission •	 Identify inactive devices

•	 Full device wipe

•	 Selective device wipe

•	 Disable full device wipe

•	 Protect corporate data and potential device misuse by 
retiring inactive devices

•	 Pull back corporate data upon employee departure

•	 Protect personal user data against inadvertent or 
mistaken full wipe


